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1
Decision/action requested

This tdoc provides an evaluation of solution #3.
2
References

[1]
3GPP TR 33.881 “Study on non-seamless WLAN Offload in 5GS using 3GPP credentials”, (Release 17)
3
Rationale

This contribution provides an Evaluation to Solution #3: NSWO authentication using credentials retrieved from UDM/ARPF via HSS.
4
Detailed proposal

Start of Changes

6.2.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
The solution impacts the normal 5G authentication since the 5G AV is provided to the AAA-Server, which can be also located outside of the operator’s network. The AAA-IWF is considered to be an NSSAAF, but the procedures are completely different compared to slice authentication, where the NSSAAF communicates between AMF and AAA-Server for slice specific authentication with the AAA. Here no slice specific authentication is performed via the NSSAAF, rather it is used for fetching the AV in a new way from the UDM via the HSS, which contacts the AUSF for this reason. The normal authentication procedure triggers the AUSF to contact the UDM for deconcealment and then AUSF to perform the authentication. Here the AUSF is not involved in the 5G authentication, which may be a security threat. 
End of Changes

